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sweeping through U.S. companies over the past 21 years. Since the start of the pandemic,
one in three medium-to-large U.S. companies has adopted some kind of worker surveillance

system, and the total fraction using such systems is now two in three, says Brian Kropp,
vice president of HR research at Gartner. While there 1s a broad spectrum of how these
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Sensitive Data Misuse
S11k per instance

Permanent

5 0% Productivity Losses

10-15% is normal

Work from Home

Compliance Violations
Gartner.

Jeopardizes business
continuity
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CYBER CRIME IS A HIDDEN THREAT

30%

Internal
Bad Actors

https://www.verizon.com/business/resources/reports/dbir/
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KnowBe4

Nothing addresses the

weakest link in the security
chain, the end user.

K. Mitnick, CEO of KnowBe4 (aka hacker “Condor”)
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»» The Missing Link of Zero Trust Environment

MFA / 2FA AND ZERO TRUST

EXPLICIT TRUST
THE ONE SECOND AFTER
AUTHENTICATION
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> Achieving True Zero Trust with TrendzAct

TRENDZACT CONTINUOUSLY
MONITORS - DETECTS - RESPONDS

Facial
Recognition

MFA
DEh:i[:iF:m
. Detection
Engine

Workspace
Threats
Video Conf Screen
& Audit Recording
= Wi-Fi
relE o Geolocation
Audit
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v’ |dentity Verification -
v One Person - Green
v' Two+ Persons - Red
v' Cell Phone -

v’ Keyboard/Laptop — Light Blue
v’ Paper/Book — Purple

v Images blurred post Al-scans

Maria Barbosa (T-0001) - maria@trendzact.com
Date - 04-12-202215:26

Ce
C

1 seconds v

ellPhone Zone 3 - Yes

Reference

Captured by WinApp - 04-12-2022 15:26 E/,'

Transfe - 04-12-202215:26 (UTC)
Scanned by WSAD - [04-12-2022-20-27/successtrendzactnet (UTC)
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Face Detected OK - Yes

Detections

~ 0/

Identity - 38%

9

I
CellPhone Zone X - Yes

CellPhone Zone 1- No

CellPhone Zone 2 - No
CellPhone Zone 3 - No
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Laptop 15.6" Monitor

External 32"
monitor
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» WHO-

LIVE IDENTITY VERIFICATION

FALSE Variance = 1.698

v

FALSE Variance = 1.822
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REAL-TIME MONITORING

m -
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* Endpoint AgentRY{ &/ Image Capture

» Webcam Image: & BB A/ ML ilg 73 4 DA ZZE B
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e Screen Capture Fig (BR2RHB1TA L2 ZEE)

» Agentid 52 ££ 7 7218 (Webcam/Screen Capture) B2 0
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» FLEfAgent

* Webcam Image:
ST Image#E i Vector (Digital
Matrix)
* Image Differential 73T

o ¥fVector#H 1TAI/ML (GPU Hueristic,
GPU ASAD, GPU IDV, Rules
Engine,...)

* Facial Recognition, Object
Detection, Behavior Detection,
Sentiment Analysis

* Screen Capture: Z1g
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Cell Detected in Workspace 10 TRUE
Cell Detected near Face/Active 11 TRUE
Computer Left Unattended 14 TRUE
Identity Periodic Failed 17 TRUE
Image Quality Failed 18 TRUE
Keyboard/Laptop 2+ Detected 19 TRUE
Paper/Book Detected 22 TRUE
Persons 2+ Detected 23 TRUE
Webcam Alignment Failed 25 TRUE
Cell detected taking pictures 34 TRUE
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¥ Future Roadmap: Dynamic Watermart/Screen Response
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» Future Roadmap: Landing from the Cloud

2023 GA
* TrandzAct On Prem
* TrandzAct On Edge
* TrandzAct on ATM
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